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| Mapping Name

[ Pass/Fail Total Tests [ Pass Tosts

Fail Tests | ‘Waived Tests | Percentage |

|cts Controls
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460 of 59.11%

CIS Controls
1 - Inventory and Control of Hardware Assets
1.1 - Utilize an Active Discovery Tool
1.2 - Use a Passive Asset Discovery Tool
1.3 - Use DHCP Logging to Update Asset Inventory
1.4 - Maintain Detailed Asset Inventory
1.5 - Maintain Asset Inventory Information

» 1.6 - Address Unauthorized Assets

1.7 - Deploy Port Level Access Control

1.8 - Utilize Client Certificates to Authenticate Hardware Assets
2 - Inventory and Control of Software Assets

2.1 - Maintain Inventory of Authorized Software

2.2 - Ensure Software is Supported by Vendor

2.3 - Utilize Software Inventory Tools

2.4 - Track Software Inventory Information

2.5 - Integrate Software and Hardware Asset Inventories

2.6 - Address unapproved software

2.7 - Utilize Application Whitelisting

2.8 - Implement Applicalion Whitelisling of Libraries

2.9 - Implement Application Whitelisting of Scripts

2.10 - Physically or Logically Segregate High Risk Applications

» 3 - Continuous Vulnerability Management

3.1 - Run Automated Vulnerability Scanning Tools

3.2 - Perform Authenticated Vulnerability Scanning

3.3 - Protect Dedicated Assessment Accounts

» 3.4 - Deploy Automated Operating System Patch Management Tools

3.5 - Deploy Automated Software Patch Management Tools
3.6 - Compare Back-to-back Vulnerability Scans
3.7 - Utilize a Risk-rating Process
4 - Controlled Use of Administrative Privileges
4.1 - Maintain Inventory of Administrative Accounts
4.2 - Change Default Passwords

» 4.3 - Ensure the Use of Dedicated Administrative Accounts

Pass: 0

Pass: 1

Pass:
]

Pass: 2

Fail: 1

Fail: 0

Fail: 0

Fail: 0

Waived:
0

Skip: 0 Total: 1 Pass: 0.00%

Skip: 0 Waived: 0 Total: 1 Pass: 100.00%

Waived: Total:
0 11

Skip: 0 Pass: 100.00%

Waived:
0

Skip: 0 Total: 2 Pass: 100.00%
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PCI DSS

NIST 800-53

NIST 800-171

CimTrak® F &gl 32 ¢
AMAZON LINUX

APPLE OS

CENTOS LINUX CISCO

DEBIAN LINUX

FEDORA FAMILY

LINUX GOOGLE

CHROME IBM AIX

MIT KERBEROS

MICROSOFT IIS

GDPR
DISA STIGS
SOX SARBANES OXLEY 404

MICROSOFT OFFICE

MICROSOFT SQL SERVER
MICROSOFT WEB BROWSER
MICROSOFT WINDOWS DESKTOP
MICROSOFT WINDOWS SERVER
MONGODB

MOZILLA FIREFOX

NGINX

ORACLE DATABASE

ORACLE LINUX

2 7 Cimtrak & & 7 3 3755 %

HIPAA
ISO 27K
&1 (3

ORACLE MYSQL
ORACLE SOLARIS
POSTGRESQL

RED HAT ENTERPRISE
LINUX SUSE LINUX
UBUNTU LINUX
VMWARE

AND MANY MORE
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CimTrak for Servers, Critical Workstations & POS Systems

WINDOWS: XP, Vista, 7, 8, 10, Embedded for Point of Service (WEPOS), POSReady, Windows 10 loT Enterprise
WINDOWS SERVER: 2003, 2008, 2012, 2016, 2019

LINUX: Amazon, CentOS, ClearOS, Debian, Fedora, Oracle

SUN SOLARIS: x86, SPARC Red Hat, SUSE, Ubuntu, others

MAC: Intel, Power PC

HP-UX: Itanium, PA-RISC

AlX

£ #ehWindows %3k

FILE ADDITIONS, DELETIONS, MODIFICATIONS, AND READS

ATTRIBUTES: compressed, hidden, offline, read-only, archive, reparse point

Creation time, DACL information, Drivers, File opened/read, File Size, File type, Group security information, Installed
software, Local groups, Local security policy, Modify time, Registry (keys and values), Services, User groups

E ¥ eUnix -3
FILE ADDITIONS, DELETIONS, AND MODIFICATIONS
Access Control List, Attributes: read-only, archive, Creation time, File Size, File type, Modify time, User and Group ID

i ek % CimTrak For Network Devices
Cisco, Check Point, Extreme, F5, Fortinet, HP, Juniper, Netgear, NetScreen, Palo Alto, Others

% # T # E CimTrak For Databases

Oracle, IBM DB2, Microsoft SQL Server

MySQL PARAMETERS MONITORED, Default rules, Full-text indexes, Functions, Groups, Index definitions, Roles, Stored
procedures, Table definitions, Triggers, User defined data types, Users, Views

A g 1 F 242 A Hypervisors
Microsoft Hyper-V, VMware ESXi 3x, 4x, 5%, 6x, 7x

Google Cloud, Amazon AWS, Microsoft Azure

& §% ¢h% B 43t Container & Orchestration % &
Docker, Docker Enterprise, Kubernetes, Google Kubernetes Engine (GKE), Amazon Elastic Kubernetes Service (EKS)

& # ehE 73 Ticketing & &
CA ServiceDesk, Atlassian Jira, ServiceNow, BMC Remedy

440 SEIM X &
IBM QRadar, McAfee Event Security Manager, Splunk, LogRhythm, Microfocus Arcsight, and others
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